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DevOps automation can be a complex and arduous task as de facto
toolchains emerge from myriad noncollaborative tools used to deliver
applications in faster and more agile ways. I&O leaders for DevOps initiatives
should use this research for a top-down view to design and implement
toolchains.

Key Challenges
■ Organizational collaboration without tool integration creates barriers to increasing app velocity

through the application delivery pipeline.

■ DevOps implementations are highly individual, and what works for one organization may not
work for another organization, leading to disparate DevOps tool portfolios composed of myriad
overlapping tools.

■ Lack of a DevOps toolchain functional definition results in DevOps tool decisions being made
based on vendor tool features and functions, on individual administrator/developer preferences,
or on tribal knowledge and individual contributor insight.

Recommendations
I&O leaders tasked with enabling the bimodal enterprise with DevOps practices should:

■ Optimize the app velocity in the pipeline from product development to release by executing
against a proven DevOps toolchain strategy.

■ Prioritize adoption of tools in the toolchain by selecting those that best manage risk and
improve velocity of the app through each step of the delivery pipeline.

■ Categorize DevOps toolchain areas of coverage by implementing a plan for iterative velocity
improvements.



Introduction
A DevOps toolchain is composed of the tools needed to support a DevOps continuous integration,
continuous deployment and continuous release. It remains a point of contention without common
consensus on what exactly should be included. This has resulted in vendors and tools defining the
requirements, which can prove incomplete, limiting and detrimental to the DevOps objective.

DevOps
1
 is an approach that differs from company to company and from product to product. It is

also a matter of perspective depending on an individual's (or team's) role, responsibilities, type of
application, and overall DevOps readiness and maturity.

What is clear is the objective of a toolchain: a business-driven
approach to the continuous delivery of application software
within a long-term view of costs and standards.

A toolchain strategy allows IT organizations to implement tools for tasks to be completed using
DevOps practices. The challenge is that a toolchain forces visualizing the approach as separate
conveyor belt segments that run in sequence. For DevOps, many of the toolchain activities are
combined and delivered in parallel. It is important to recognize that activities are not autonomous
and that the pipeline is not a set of linear silos; the pipeline is instead a conveyer of app releases
that should be optimized for flow rate. The Gartner DevOps toolchain (see Figure 1) consists of
seven main activities.

Figure 1. DevOps Toolchain

Source: Gartner (October 2017)

Page 2 of 11 Gartner, Inc. | G00342329



Analysis

Develop a Toolchain Strategy From Current Needs

DevOps toolchains emerge organically from tools used for software development through to
production release. Focusing on specific parts of a DevOps toolchain creates tool islands that will
eventually require integration to achieve greater throughput via the introduction of automation. This
approach also results in tool overlap (e.g., multiple configuration tools) and leaves functional gaps
(e.g., metrics gathering, operations activities and security requirements). In some instances,
duplicate or overlapping tools may not be a major issue; however, this may introduce complexity
when implementing automation across the toolchain, resulting in more points of integration.

In addition, vendors are actively expanding tool functionality, which will create additional overlap; so
tool decisions need to factor in vendor strategy to avoid potential future toolchain conflict.

To avoid issues, I&O leaders should create a DevOps toolchain using the following seven steps:

1. Agree on DevOps objectives (scope and strategy).

2. Map out DevOps objectives to activities in the entire delivery pipeline.

3. Identify and assign the required skills and resources to support the activities.

■ Determine needs for training and skills development. There may be gaps in needed skills
and experience that will require hiring or use of third-party support in addition to training
and development of current staff.

4. Evaluate and decide on the right purpose-built tools to support the activities.

■ Evaluate vendor strategy and direction for the tools.

5. Identify data and tool integration to support activities (data/handoffs).

6. Automate across the toolchain to optimize and accelerate DevOps.

7. Continuous optimization and improvement; return to No. 1 on this list.

DevOps tool decisions should be made once the overall business objectives, activities and
personnel skills are established. Tool choices are then made in line with the overall DevOps
objectives, reducing tool overlap and addressing toolchain gaps. For I&O organizations already
using tools throughout the toolchain, we recommend evaluating existing tools against overall
toolchain activities and objectives.

Choose Tools That Improve Velocity and Risk Posture of the App

The Gartner DevOps toolchain consists of seven main activities. These activities are not stages or
organizational responsibilities. Each activity is specific to supporting either an individual DevOps
initiative or, in totality, a complete DevOps initiative or project. For some DevOps initiatives, an
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activity area may be addressed by one tool or supported by multiple tools. This will be determined
by the sophistication of the DevOps environment, and the applications.

Toolchain Activities

Mapping DevOps activity to the toolchain enables I&O leaders to position tools based on what
needs to be done, not what tools are able to do. As each DevOps initiative is likely to vary in regard
to delivery cadence, application design/architecture, business requirements and overall DevOps
readiness/maturity, each one can take the list of core activities and adjust them to provide greater
tool alignment accuracy to support a specific DevOps project.

Plan is an ongoing activity where the application business requirements are included with ongoing
application code change. The release is scoped to align with the business value requirements,
metrics gleaned from production, ongoing code enhancements, developer effort and time to deploy.
This activity drives the ongoing release schedule (e.g., sprints). Depending on the application
release complexity, size, severity, features, value, impact (business-IT infrastructure), timing and
security requirements, a combination of the following roles/responsibilities will be involved: business
application owners, software development, software architects, continual release management,
security officers and the organization responsible for managing the production IT infrastructure.

Create includes all the activities associated with the creation of the code release candidate. In
some DevOps environments, the lines between the activities in Create and Verify are merged and
overlapping, depending on the agile practices adopted, the skills and roles, the type of application,
and the application architecture. For example, in DevOps, quality assurance (QA) is not a distinct
team, but an activity that is an integral part of software development extending through Create and
Verify.

Verify includes all the activities required to ensure the quality of the release. As with Create, in some
DevOps environments, Verify activity is included in software creation. However, it is important to
describe specific activities designed to deliver high-quality code prior to deploying the release into
production. Verify may encompass multiple gate tests such as user acceptance testing (UAT),
smoke testing, etc.

Preprod includes the activities required once the release is ready for deployment. Preprod may
include the activity to automatically push the application to release or a location used to hold/stage
the software ready for release. This activity will be determined by how the application is released
into production. It should not be considered a barrier, but a necessary evaluation function to aid
business readiness.

Release includes activities to schedule, orchestrate, provision and deploy software into production.
It ensures that the target environment is ready to receive the release, and it tracks, logs, reports and
alerts on the release activity. In addition to rapidly rolling back a release upon an error occurring, the
orchestration also includes the integration with change management tools.

Configure is an integral activity throughout the DevOps toolchain, but no application is an island.
Once software is deployed, there may be additional IT infrastructure provisioning and configuration
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activities required that cannot be configured during Create and Verify. These can include
configuration for the shared server platform, storage, databases and network.

Monitor focuses on the health of the IT infrastructure and the impact of a release. DevOps
monitoring factors in any test/benchmark performance metrics to measure the effectiveness of a
release (or a number of ongoing releases). Monitoring allows IT organizations to identify and
pinpoint issues of specific releases and to understand the impact on the end-user experience. In
addition to IT infrastructure, application performance and end-user experience monitoring, the
DevOps toolchain also has instrumentation and tools to monitor the activity and metrics of the
DevOps toolchain. This type of monitoring is inherent within the entire toolchain (e.g., through
development build, test and release) and should not be considered a production-only activity.
Relevant monitoring information is factored back into Plan, with any required changes added to the
next release cycle.

Categorize Your DevOps Toolchain Areas of Coverage

There are hundreds of types of tool combinations that can be used to support a DevOps initiative.
Figure 2 shows representative areas of coverage.
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Figure 2. DevOps Toolchain Example Areas of Coverage

Source: Gartner (October 2017)
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Choosing tools by comparing features and functions can be a long and daunting task. Beyond a
feature function comparison, there are two ways that can be used to frame the tool requirements
specific to a DevOps initiative.

One approach is for I&O leaders to use common practices and principles, such as agile and lean:

■ DevOps provides the cultural aspect, with collaboration between development and operations
activities and personnel focused on business results.

■ Agile is focused on adaptive and iterative software development to achieve fast feedback/
release cycles and early customer involvement.

■ Lean focuses on end-to-end process optimization, removing bottlenecks and wasteful
activities, which are identified and avoided.

A tool has to provide these traits to support a DevOps project:

■ Combine/optimize activity

■ Increase efficiencies and remove constraints.

■ Provide value across the DevOps toolchain (e.g., enable simultaneous activity).

■ Automate activities (without introducing additional effort and skills requirements).

■ Remove the need for other tools (simplification through tool rationalization).

■ Remove barriers

■ Remove manual activity.

■ Identify and remove redundant activity.

■ Automate

■ Automate activities across the toolchain, including build, test, release, configuration,
reporting, compliance, provisioning and monitoring.

■ Toolchain awareness

■ Monitor toolchain health and activity to identify barriers and areas of delay.

■ Establish the mechanisms for collaboration and knowledge sharing.

In conjunction with the first approach, I&O leaders can use toolchain activities to assess where a
tool fits, what it must do, where it could add value and its strategic importance. A DevOps toolchain
must be created from what needs to be accomplished — not from the functionality and architecture
of tools or the narrow tool-centric lens of a vendor. To avoid this scenario, I&O leaders should use
the following evaluation criteria:

■ Evaluate tools against your DevOps activities.
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■ Assess tool contribution to the overall toolchain (data sharing, cross-area capabilities,
automation capabilities).

■ Evaluate tools spanning different DevOps areas against toolchain activities to assess where
products are strong and weak (e.g., strong on build, weak on release).

■ Understand the strategy and direction of the tools and vendors (e.g., today, tools used for build
and Verify are moving toward Preprod, Release and Configure, while tools in Configure, Release
and Verify are moving their integrations and capabilities to encompass the build and Verify
tools).

Figure 3 provides sample lists of vendors with products that have attributes listed in the activity
areas. These lists do not constitute an exhaustive list of vendors in any given technology area, but
rather are designed to highlight vendors with products that have attributes in the various activity
areas.
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Figure 3. DevOps Toolchain Sample Vendors

Source: Gartner (October 2017)
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Gartner Recommended Reading
Some documents may not be available as part of your current Gartner subscription.

"Principles and Practices of DevOps That I&O Leaders Need to Cultivate"

"Market Trends: DevOps — Not a Market, but a Tool-Centric Philosophy That Supports a
Continuous Delivery Value Chain"

"Five Best Practices for Effective Change Control of the DevOps Toolchain"

"How to Change the Role of Ops in DevOps"

"Seven Steps to Start Your DevOps Initiative"

"How to Scale DevOps Beyond the Pilot Stage"

"Five Steps to Increase Development Release Velocity"

"The End of Waterfall as We Know It"

"Solution Path for Achieving Continuous Delivery With Agile and DevOps"

"Extending Agile With DevOps to Enable Continuous Delivery"

"10 Things to Get Right for Successful DevSecOps"

Evidence

Gartner has had more than 3,000 client interactions (inquiries and conference one-on-one meetings)
discussing DevOps awareness, initiatives, successes and failures, between 2015 and the present.

1 "DevOps" was the most requested inquiry topic against the IT operations agenda (from January
2017 through September 2017).
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